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IN THE CLAIMS 

This listing of claims will replace all prior versions and listings of claims in the application: 

Please cancel claims 83-1 14 without disclaimer or prejudice to be pursued in this or a 
later-filed continuation or continuation-in-part application. 
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Please add the following new claims. 
1 - 114. (canceled) 

1 1 5. (new) A method for managing data, comprising: 

receiving a source file from a file owner for registration, the source file being received 
with preselected file information including ownership and file attribute information and having a 
sequence of source video frames each comprising a pixel matrix of source pixel elements, each 
of the source pixel elements being associated with a pixel color value; 

providing a data key for the source video frames of the source file, said data key having a 
plurality of key elements each defining a pixel submatrix within the pixel matrix; 

applying said data key to the source file to extract a plurality of source frame submatrices 
from a selected source video frame, each of said source frame submatrices comprising the 
source pixel elements in the selected source video frame that correspond with the pixel 
submatrix of a relevant key element; 

determining an average source pixel color value for each of said source frame 
submatrices of the selected source video frame, said average source pixel color value 
comprising an average value of the pixel color values of the source pixel elements included in a 
relevant frame submatrix; 

forming a data block that includes the file attribute information, encrypting said data block 
via an owner encryption key to form an encrypted data block, and embedding said encrypted 
data block into the source file to form a branded source file for distribution; and 

storing the preselected file information, said average source pixel color values for the 
selected frame, and said data block in association with the source file, 

wherein said owner encryption key permits the file owner to generate a user decryption 
key to enable an authorized file user to decrypt and view the file attribute information in the 
branded source file. 
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1 1 6. (new) The method of claim 1 1 5, 

wherein said receiving the source file includes receiving the source file with the source 
pixel elements being associated with a plurality of pixel color values; 

wherein said determining said average source pixel color value comprises determining 
said average source pixel color value for each of the pixel color values; and 

wherein said storing said average source pixel color values for the selected frame 
comprises storing said average source pixel color value for each of the pixel color values. 

1 1 7. (new) The method of claim 1 1 6, wherein said receiving the source file includes 
receiving the source file with the source pixel elements comprising red-green-blue (RGB) pixel 
values. 

1 1 8. (new) The method of claim 1 1 5, wherein said providing said data key includes 
defining a predetermined length and predetermined width for the pixel submatrix for each of the 
key elements. 

119. (new) The method of claim 1 1 8, wherein said defining a predetermined length for 
the pixel submatrix comprises defining a uniform length for at least two of the pixel submatrices. 

120. (new) The method of claim 118, wherein said defining a predetermined width for 
the pixel submatrix comprises defining a uniform width for at least two of the pixel submatrices. 
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1 21 . (new) The method of claim 1 1 5, further comprising providing a second data key 
for the source video frames of the source file, said second data key having a plurality of second 
key elements each defining a pixel submatrix within the pixel matrix, 

wherein said applying said data key to the source file includes said applying said second 
data key to the source file to extract a plurality of second source frame submatrices from the 
selected source video frame, said determining said average source pixel color value includes 
determining an average source pixel color value for each of said second source frame 
submatrices of the selected source video frame, and said storing said average source pixel color 
values for the selected frame includes storing said average source pixel color values for said 
second source frame submatrices of the selected source video frame. 

1 22. (new) The method of claim 1 21 , further comprising removing said data key for 
the source video frames of the source file. 

1 23. (new) The method of claim 1 1 5, wherein said applying said data key to the 
source file includes extracting the plurality of source frame submatrices from an index video 
frame from the source file. 

124. (new) The method of claim 115, 

wherein said applying said data key to the source file comprises extracting the plurality of 
source frame submatrices from each of a plurality of the source video frames; 

wherein said determining said average source pixel color value comprises determining 
said average source pixel color value for each of the plurality of the source video frames; and 

wherein said storing said average source pixel color values comprises storing said 
average source pixel color values for each of the plurality of the source video frames. 



OHSWest:2601 60924.2 
16057-4005 D2S/D2S 



-5- 



Patent 

Orrick Docket No. 16057.4005 

1 25. (new) The method of claim 1 1 5, wherein said forming said data block includes 
forming said data block that includes the ownership and file attribute information. 

126. (new) The method of claim 125, wherein a potential file user can view the 
ownership information in the branded source file. 

127. (new) The method of claim 125, wherein said encrypting said data block includes 
encrypting the ownership information, and wherein the authorized file user can decrypt and view 
the ownership information in the branded source file. 

1 28. (new) The method of claim 1 1 5, 

wherein said receiving the source file comprises receiving intellectual property rights 
information with the preselected file information; 

wherein said forming said data block comprises including the intellectual property rights 
information in said data block; and 

wherein a potential file user can view the intellectual property rights information in the 
branded source file. 

129. (new) The method of claim 115, wherein said receiving the intellectual property 
rights information includes receiving the intellectual property rights information selected from a 
group consisting of patent information, copyright information, trademark information, licensing 
agreement information, and mandatory compliance information. 
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1 30. (new) The method of claim 1 1 5, further comprising: 

receiving a target file, the target file having a sequence of target video frames each 
comprising a pixel matrix of target pixel elements, each of the target pixel elements being 
associated with a pixel color value; 

applying said data key to the target file to extract a plurality of target frame submatrices 
from a selected target video frame, each of said target frame submatrices comprising the target 
pixel elements in the selected target video frame that correspond with the pixel submatrix of a 
relevant key element; 

determining an average target pixel color value for each of said target frame submatrices 
of the selected target video frame, said average target pixel color value comprising an average 
value of the pixel color values of the target pixel elements included in a relevant frame 
submatrix; 

comparing each of said average target pixel color value of the target file with a 
corresponding average source pixel color value of the source file to determine a correlation level 
between the target file and the source file; 

comparing said correlation level with a predetermined correlation threshold; and 
retrieving the ownership information to notify the file owner if said correlation level 
exceeds the predetermined correlation threshold. 

131. (new) The method of claim 1 30, wherein said receiving the source file comprises 
receiving the predetermined correlation threshold with the preselected file information. 

1 32. (new) The method of claim 1 30, wherein said receiving the target file includes 
searching an external computer system for copies of the source file and downloading a file from 
the external computer system, the downloaded file potentially comprising a copy of the source 
file and being downloaded as the target file. 
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1 33. (new) The method of claim 1 32, wherein said searching the external computer 
system includes searching a website provided by the external computer system via the Internet. 

1 34. (new) The method of claim 1 32, wherein said searching the external computer 
system includes initiating the search for copies of the source file by providing a seed and 
continuing the search by following hypertext links identified during the search. 

135. (new) The method of claim 130, 

wherein said receiving the source file includes receiving the source file with the source 
pixel elements being associated with a plurality of pixel color values, said determining said 
average source pixel color value comprises determining said average source pixel color value 
for each of the pixel color values, and said storing said average source pixel color values for the 
selected frame comprises storing said average source pixel color value for each of the pixel 
color values; and 

wherein said receiving the target file includes receiving the target file with the target pixel 
elements being associated with the plurality of pixel color values and said determining said 
average target pixel color value comprises determining said average source pixel color value for 
each of the pixel color values. 

136. (new) The method of claim 135, wherein said receiving the source file and said 
receiving the target file each include receiving red-green-blue (RGB) pixel values as the plurality 
of pixel color values. 

1 37. (new) The method of claim 1 30, wherein said applying said data key to the target 
file includes retrieving said data key from storage. 
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1 38. (new) The method of claim 1 30, wherein said comparing each of said average 
target pixel color value of the target file with said corresponding average source pixel color value 
of the source file includes retrieving said corresponding average source pixel color value from 
storage. 

139. (new) The method of claim 130, wherein said comparing said correlation level 
with the predetermined correlation threshold includes retrieving the predetermined correlation 
threshold from storage. 

140. (new) The method of claim 130, wherein said retrieving the ownership 
information comprises retrieving the ownership information from storage. 
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141 . (new) A system for managing data, comprising: 

a data management server system that receives a source file from a file owner for 
registration, the source file being received with preselected file information including ownership 
and file attribute information and having a sequence of source video frames each comprising a 
pixel matrix of source pixel elements, each of the source pixel elements being associated with a 
pixel color value; 

a key generation system that defines a data key for the source video frames of the 
source file, said data key having a plurality of key elements each defining a pixel submatrix 
within the pixel matrix; 

a source print generation system that applies said data key to the source file to extract a 
plurality of source frame submatrices from a selected source video frame, each of said source 
frame submatrices comprising the source pixel elements in the selected source video frame that 
correspond with the pixel submatrix of a relevant key element, said source print generation 
system determining an average source pixel color value for each of said source frame 
submatrices of the selected source video frame, said average source pixel color value 
comprising an average value of the pixel color values of the source pixel elements included in a 
relevant frame submatrix; 

a data embedding system that forms a data block that includes the file attribute 
information, encrypting said data block via an owner encryption key to form an encrypted data 
block, and embedding said encrypted data block into the source file to form a branded source 
file for distribution; and 

a database system that stores the preselected file information, said average source pixel 
color values for the selected frame, and said data block in association with the source file, 

wherein said owner encryption key permits the file owner to generate a user decryption 
key to enable an authorized file user to decrypt and view the file attribute information in the 
branded source file. 
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142. (new) The system of claim 141 , wherein said key generation system is at least 
partially incorporated with said data management server system. 

143. (new) The system of claim 141, wherein said source print generation system is at 
least partially incorporated with said data management server system. 

144. (new) The system of claim 141 , wherein said database system is at least partially 
incorporated with said data management server system. 

145. (new) The system of claim 141 , further comprising: 

a search member that receives a target file, the target file having a sequence of target 
video frames each comprising a pixel matrix of target pixel elements, each of the target pixel 
elements being associated with a pixel color value; and 

a comparison member that applies said data key to the target file to extract a plurality of 
target frame submatrices from a selected target video frame, each of said target frame 
submatrices comprising the target pixel elements in the selected target video frame that 
correspond with the pixel submatrix of a relevant key element; said comparison member 
determining an average target pixel color value for each of said target frame submatrices of the 
selected target video frame, said average target pixel color value comprising an average value 
of the pixel color values of the target pixel elements included in a relevant frame submatrix; and 

said comparison member comparing each of said average target pixel color value of the 
target file with a corresponding average source pixel color value of the source file to determine a 
correlation level between the target file and the source file and comparing said correlation level 
with a predetermined correlation threshold, 

wherein said data management server system retrieves the ownership information from 
said database system to notify the file owner if said correlation level exceeds the predetermined 
correlation threshold. 
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146. (new) The system of claim 145, wherein said search member searches an 
external computer system for copies of the source file and downloads a file from the external 
computer system, the downloaded file potentially comprising a copy of the source file and being 
downloaded as the target file. 

147. (new) The system of claim 146, wherein said search member communicates with 
the external computer system via the Internet. 

146. (new) The system of claim 146, wherein said search member can simultaneously 
search a plurality of external computer systems for the copies of the source file. 

149. (new) The system of claim 148, further comprising a plurality of said search 
members that can simultaneously search the plurality of the external computer systems for the 
copies of the source file. 

150. (new) The system of claim 145, wherein said comparison member retrieves said 
average source pixel color values from said database system. 

151. (new) The system of claim 1 45, wherein said comparison member can 
simultaneously apply said data key to a plurality of target files and determine said average target 
pixel color value for each of the target files. 

1 52. (new) The system of claim 1 51 , further comprising a plurality of said comparison 
members that can simultaneously apply said data key to the plurality of the target files and 
determine said average target pixel color value for each of the target files. 
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